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METHOD AND SYSTEM FOR REMOTELY CONFIGURING AND
MONITORING A COMMUNICATION DEVICE

TECHNICAL FIELD

The present invention relates'generally to computer network security,
and more particularly relates to methods and systems for remotely monitoring the
security status of a computer network and remotely configuring communication
devices connected to a computer network.

BACKGROUND OF THE INVENTION

The rapid increase in the number of burglaries and trespasses has
fueled a growing demand for adequate protection against break-ins. Because
tradiﬁonal locks and deadbolts can easily be circumvented, they are largely ineffective
against determined burglars and vandals. Remotely monitored security systems
typically provide intrusion protection by constantly monitoring the security status of a
property. Ina remotely monitored security system, sensors are strategically placed
throughout the home or business to detect potential break-ins. If the sensors detect a
breach of entry, or movement within the premises, the security system independently
transmits an alert to a remote monitoring center. Security personnel located at the
remote monitoring center may then respond with appropriate action, such as notifying
individuals listed on an emergency contact list or dispatching the police or fire
department. This type of constantly monitored security system offers a great deal of
security and peace of mind to a property owner with minimal owner invoivement.

Similarly, computer network owners would appreciate the peace of
mind offered by security systcrhs that remotely monitor their networks for “break-
ins.” Like the property. owner who suffers from break-ins by burglars and vandals,
computer network owners ‘experience similar types of “break-ins” by computer
trespassers known as “hackers.” As global computer networks such as the Internet and
its underlying technologieé have become increasingly familiar, hackers have acquired
unprecedented opportunities to gain unauthorized access to data, misappropriate
sensitive material, destroy or corrupt important files, make unauthorized use of
computer resources, interfere with the intended use of computer resources, €tc. As
experience has shown, the realm of cyberspace-like the realm of real property-has its
share of criminals, resulting in a similar demand for adequate protection against
“break-ins.”
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Traditionally, network owners have utilized firewalls to shield their
data and resources from the potential ravages of hackers. In essence, a “firewall” is
an electronic device or programmed computer system that functions to regulate the
flow of data between two networks. All communications that flow between the

5  networks in either direction must pass through the firewall; otherwise, unwanted non-
complying communications may circumvent security. A firewall, which is typically
located at a network gateway server, selectively permits the communications to pass
from one network to the other. Thus, a firewall acts as a single point of entry to a
network where all traffic may be audited, authorized, and authenticated.

10 Traditional firewalls, however, suffer from serious drawbacks. For
example, they generally require extensive monitoring by a skilled individual. That
individual must determine whether communications that have failed firewall
authentication are attacks upon the network or merely false alarms. In most
situations, skilled support personnel must be on-site to perform these tasks.

15 Moreover, the support personnel must analyze each potential attack to determine
whether the current firewall protection is adequate or whether it requires fine-tuning.
Such determinations can be difficult even for trained technicians. Untrained
individuals and small businesses often cannot perform these tasks themselves, and
also may not be able to afford the expense of hiring trained on-site personnel.

20 Another drawback of traditional network firewalls is that many
firewalls are expensive and require extensive technical resources for setup and
configuration. While larger organizations often have management information
systems (MIS) personnel dedicated to installing and configuring the organization’s
firewalls and other network equipment, smaller organizations and individuals may be

25  unable to perform such tasks. Configuring a firewall can often be a daunting task,
even for a trained technician. Despite these drawbacks and the increased occurrence
of computer network break-ins, prior to the present invention the peace of mind
offered by remotely monitored security systems in the real property world does not
exist for computer network owners.

30 Therefore, in light of these problems, there is a need for methods and
systems for remotely monitoring communication devices, such as firewalls, for
security threats or breaches with little or no end user involvement. There is a further
need for methods and systems that can respond to potential security breaches at the
communication device without end user intervention. There is an additional need for
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the ability to remotely configure such communication devices to make them
operative, again with little or no end user involvement.

SUMMARY OF THE INVENTION

The present invention solves the problems described above by
providing methods and systems for remotely configuring and monitoring a
communication device, for example a firewall, an intrusion detection device, or
similar Internet appliance. According to another aspect of the invention, a
communication device such as a firewall can be configured for operation from a
remote location, with virtuaily no end user participation. In addition, the present
invention permits rapid response to potential security breaches received at the
communication device, without the need for end user intervention.

Generally described, the present invention provides methods for
protecting a computer network through 2 communication device that is capable of
determining whether a communication entering the communication device poses a
potential security risk to the network or devices on the network. If the
communication device determines that such a communication has been received, the
device transmits an alert signal to a remote monitoring center. The remote monitoring

~ center then evaluates the alert and determines how to handle the communication.

More specifically described, a communication device compares
incoming communications to entries on a list of communication types established as
known security risks. If the incoming communication corresponds to one of the
known secutity risks, the communication device classifies the communication as
either a high security risk or low security risk. The reader should appreciate,
however, that additional classes of risk may also be included, such as a medium
security class. If the communication is found to be a security risk, the communication
device transmits an alert signal to a remote monitoring center. Based upon the
immediacy of the threat that the communication poses to the network, the
communication device takes an appropriate action, for example terminating the
communication, prior to contacting the remote monitoring center. In addition, the
communication device may also determine and transmit the type of communication
causing the alert to the remote monitoring center for analysis and handling.

Upon receiving an alert signal, the remote monitoring center assigns a
priority to the alert signal based upon an end user’s predetermined stored preferences
and the type of communication that caused the alert signal. Based upon that assigned
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priority, the remote monitoring center then forwards the prioritized alert signal to a
computer or human monitoring agent, or may take other appropriate action. The
monitoring agent may then analyze the communication and take appropriate action,
contact the end user of the communication device with an appropriate resolution, or
take other appropnate action.

According to another aspect of the present invention, a communication
device, such as a network firewall, an intrusion detection apparatus, or other similar
network appliance, may be remotely configured for operation. According to these
aspects of the invention, the communication device first determines its own address
on a computer nctwork. The communication device then transmits a wake-up signal
to a remote computcr, the wake-up signal comprising the determined network address
and its unique identification number, which distinguishes that communication device
from other devices. The remote computer receives the wake-up signal and configures
the communication device by transmitting predetermined configuration information to
the device at the previously transmitted network address. The predetermined
configuration information is then loaded into the communication device so as to make
the device operate in accordance with the configuration information.

According to another aspect of the invention, a user may access a
world-wide-web (“WWW?" or “web"”) site maintained at a remote computer and make
a request to initiate a remote configuration of the user’s communication device. The
user provides a unique identification number assigned to the user’s communication
device and selects a group of configuration options for that device. In response to
receiving the unique identification number and request to configure, the remote
computer compares that unique identification number with a comprehensive list of
recorded valid identification numbers. If a match is found, the remote computer
transmits configuration information to the communication device, which is located at
the network address associated with the unique identification number previously
provided by the user. .

: According to yet another aspect of the invention, a communication
device such as a firewall or other network device can be maintained in an up-to-date
status by receiving updated software from a remote computer system, automatically
and without user intervention. In accordance with this aspect of the invention, a
communication device determines its network address on power-up.  The
communication device may also at that time aciivaie basic firewall intrusion detection
policies to ensure a base level of network security. The communication device then
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transmits, via an encrypted network channel, communication device status
information via a “wake-up” signal, to a remote computer. The wake-up signal
comprises the communication device’s network address, unique identification
number, and status information regarding the device’s operational status.

The remote computer receives that wake-up signal and records the
information in a database. Based upon the received status information, the remote
computer then determines whether the communication device requires a software
update. If the device requires such a software update, the remote computer queues
any necessary software patches for later download to the communication device.

The remote computer retains the queued software patches until it
receives a request to configure the communication device. The request to configure
can be received as a request provided by a user from his or her computer system via
the Internet, automatically at predetermined intervals, or as a request provided by a
technician or security personnel. Predetermined configuration information, which
may include these queued software patches, is transmitted to the communication
device in response to receiving that request to configure. Upon receiving the request
to configure, the remote computer transmits the configuration information to the
communication device via an encrypted channel. The configuration information may
include the correct time, activation codes, and any necessary software patches, such as
the queued software paiches described above.

The communication device receives and applies the configuration
information and transmits a conﬁguratiori complete signal to the remote computer. In
response to receiving the configuration complete signal, the remote computer records
an indication of a successful configuration in a database, and may perform a
vulnerability analysis on the communication device. This analysis determines
whether the communication device has been configured properly. If the
communication device passes the vulnerability analysis, a notice is sent to a user of
the communication device (for example, by posting information at a user-accessible
WWW site) that the communication device is properly configured and active.
However, if the communication device fails the vulnerability analysis, the user may
receive a request to niodify the device’s configuration information.

In this manner, the present invention advantageously provides various
methods and systems for monitoring and configuring a communication device. That
the present invention improves over the drawbacks of the prior art and accomplishes

3DOCID: <WO___0137511A2_1_>



ISDOCID: «<WO__|

10

15

20

25

30

35

WO 01/37511 PCT/US00/31395

6

the objects of the invention will become apparent from the detailed description of the
illustrative embodiments to follow.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of an illustrative operating environment for
implementing aspects of the present invention.

FIG. 2 is a block diagram of a communication device for implementing
aspects of the present invention.

FIG. 3 is a diagram showing a WWW page for remotely configuring a
communication device.

FIG. 4, consisting of FIGS. 4A and 4B, illustrates WWW pages for
configuring security options for a communication device.

FIG. 5 is a flow diagram showing an illustrative method for initiating a
remotely configurable and monitoring communication device.

FIG. 6 is a flow diagram showing an illustrative method for remotely
configuring and monitoring a communication device.

FIG. 7 is a flow diagram showing an illustrative method for
transmitting an initiation code sequence from a communication device to a remote
computer.

FIG. 8 is a flow diagram showing an illustrative method for remotely
monitoring a communication device.

FIG. 9 is a list exemplary attack sngnatures as utilized in the present
invention.

FIG. 10 is a flow diagram showing an illustrative method for
determining-an attack and transmitting an alert signal.

FIG. 11 is a flow diagram showing an illustrative method for receiving
an alert signal and resoiving an attack.

DETAILED DESCRIPTION

‘ The present invention is directed toward systems and methods for
remotely monitoring and remotely configuring a communication device; such as a
network firewall, network security device, or other computer network communication
device. Aspects of the present invention may be embodied in a communication
device operating within a distributed or networked computing environment. In an
illustrative embodiment of the present invention, the communication device comprises

O137511A2_1 >
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a remotely configurable and monitoring firewall intrusion detection appliance. As
described above, a firewall protects the resources of a private network from outside
communications received from other networks. For instance, an organization utilizing
a network through which users may gain access to the entire Internet may install a
firewall to prevent outsiders from accessing its own private resources.

Although illustrative embodiments of the present invention will be
generally described in the context of a communication device operating as a firewall
and having intrusion detection functionality within a network environment, those
skilled in the art will recognize that aspects of the present invention may be
implemented to remotely configure and remotely monitor other types of network
devices. Accordingly, the term «communication device” as used herein means any
type of data communication device that can be connected to a computer network and
is operative to transmit and/or receive data communications. Specifically, the term
also contemplates devices called network or Internet “appliances”, that is, devices that
connect to a computer network for the purposes of gathering (inputting), storing,
displaying, processing, and/or providing (outputting) information.

Tllustrative Operating Environment

Referring now to the drawings, in which like numerals represent like
elements throughout the several figures, aspects of the present invention and the
illustrative operating environment will be described. FIG. 1 and the following
discussion is intended to provide a description of a suitable environment in which the
methods of the invention may be implemented and of the architecture of a preferred
embodiment of the invention as a system.

Aspects of the present invention may be implemented in a distributed
computing environment such as the global computer network commonly referred to as
the “Internet” 108. In a distributed computing environment, a user computer such as
computer 102 are be connected to one another through Local Area Networks
(“LANs”), like LAN 104, through Wide Area Networks (“WANs"), or through public
“packbones” such as the Internet 108. Using protocols well known to those skilled in
the art, such as TCP/IP, computer 102 communicates with other computers whether
they are also on LAN 104 or on the Internet 108. Moreover, computer 102 is
operative to transmit and receive files and other information to and from server 105
using additional protocols well known to those skilled in the art, for example, iile
transfer. protocol (ftp), teinet, e-mail, etc. Such networking environments are
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commonplace in offices, enterprise-wide computer networks, intranets, and the
Internet.

Computer 102, LAN 104, and server 105 are typically connected to the
Internet 108 through a communication device 106 such as gateway, firewall, or other
device that communicates data between one or more ports. According to an
exemplary embodiment of the present invention, communication device 106
comprises a network firewall intrusion detection appliance that is further described
with reference to FIG. 2 below. The firewall and intrusion detection functionality of
communication device 106 protects the resources of LAN 104 from potential hackers,
such as renegade users of the Internet 108 or unauthorized users of LAN 104, by
monitoring the communications received into the device 106 and determining whether
such communications comprise a security risk. The general operation of the firewall
and intrusion detection functionality is described below with reference to FIG. 2.

According to one aspect of the invention, communication device 106 is
operative to determine whether a received communication comprises a security risk.
For example, in the illustrative embodiment of the invention, a hacker 150 attempting
to infiltrate LAN 104 may send LAN 104 an unwanted or “attack” communication,
such as a GUEST USER LOGIN request, as represented by dashed arrows 152.
Typically, such communications are sent via the Internet 108, but those skilled in the
art will appreciate that such attacks may be transmitted through other means, such as a
WAN or MAN (Metropolitan Area Network).

In accordance with the present invention, communication device 106
intercepts the attack from hacker 150 and transmits an alert signal, as represented by
dashed arrows 154, to a remote monitoring center (RMC) 130. Again, such
communications are usually sent through the Internet 108 but those skilled in the art
will appreciate that any distributed network environment may be utilized to connect
communication device 106 and RMC 130. The alert signal is handled by the
RMC 130, as will be described next. '

The remote monitoring center (RMC) 130 preferably comprises several
components that provide functionality for carrying out various aspects of the
invention. The RMC 130 may comprise one or more general-purpose computers
running application programs for performing several tasks, as will be described. A
front end server computer 110 provides an Internet WWW-accessible front end for
users to access features and services of the RMC 133 and issue comunands for
configuration, check status of their devices and networks, and the like. An RMC
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controller computer 112 stores configuration and other related information about
communication devices and networks serviced by the RMC, and generally controls
the operations within the RMC. A monitoring engine computer 114 receives threat
communications in the form of alert signals from threatened or attacked
communication devices. A database farm 132 houses a plurality of different
databases that store information associated with operations of the RMC and of the
various communication devices and networks serviced by the RMC. A customer
service center 134 comprising a plurality of remote customer service agents 126a,
126b, ... 126n handles incoming security threats or attacks on behalf of supported
customers.

The following actions are exemplary of the manner in which the
RMC 130 handles an alert signal received from a supported communication device
106. The monitoring engine 114 associated with the RMC 130 receives the alert
signal from communication device 106 and forwards the alert, as represented by
dashed arrow 156, to selected one of the plurality of remote agents 126a, 126b, ...
126n. Monitoring engine 114 preferably also maintains a history of attacks on
communication device 106 by recording incoming alert signals in a threat database
124 stored in the database farm.

One or more selected remote agents 126 receives the alert signal and
determines an appropriate response to the attack of hacker 150, such as closing
LAN 104 to all outside communication or increasing network security at the user’s
site. The user of the threatened or attacked communication device 106 is then
preferably notified of that response. In an illustrative embodiment of the invention,
the user may access the response on a computer, such as computer 102, viaa WWW
site maintained by the front end server 110. For example, the remote agents 126 may
transmit the response to a WWW server, such as front end 110, for posting and access
by the user. The user may then access that information through Internet 108 via any
WWW browser application program known to those skilled in the art, such as
Microsoft Corporation’s INTERNET EXPLORERTM or Netscape Corporation’s
NAVIGATORTM Internet browser programs. Although the illustrative embodiment
provides notification viaa WWW site, the reader will appreciate that the user may be
contacted in other ways, such as via e-mail, telephone, or pager. '

According to another aSpect of the present invention, the RMC
controller 112 is operative to receive activation and configuration information from
communication device 106, such as its software release version. The RMC controller
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112 also preferably records that received information in one or more of the databases
118, 120, 122, and 124. In addition, RMC controller 112 may transmit software
patches and other update information to communication device 106 upon determining
that communication device 106 requires such updates.

In an embodiment of the present invention, front end 110 receives
requests for WWW pages communicated via a user’s browser and transmits such
pages to the user of communication device 106. The requested WWW pages may
comprise menus and other screens with which the user may enter billing,
configuration, and activation information to configure and activate his or her
communication device 106.

Illustrative Embodiments of The Present Invention
With the above preface on the illustrative operating environment for

embodiments of the present invention, the remaining FIGS. 2-11, which illustrate
aspects of the preferred embodiment of the present invention, will be described.

Referring now to FIG. 2, aspects of the communication device 106
employed in the present invention will be further described. Communications .
entering and exiting LAN 104 through communication device 106 proceed via an
intrusion detector 160 and a firewall 162. An RMC communication module 165 is
operative to receive a signal or message indicative of an attack from the intrusion
detector 160 and create a communication to the RMC 130 for handling. A network
address buffer 167 stores a network address for the communication device, derived in
the manner as described below.

As will be known to those skilled in the art, firewall 162 implements
firewall functionality in the known manner by enforcing general entry and exit rules
for LAN 104. While firewalls and intrusion detection systems utilize similar
technology, firewalls are not typically designed to merely look for intrusions. The
main purpose of a firewall is to keep undesired traffic off the network. Accordingly,
in the disclosed embodiment the firewall 162 may be of a conventional type, used in
the known manner, for shielding the LAN 104 from communications traffic
determined by the firewall to be excluded. |

In addition to firewall functionality, the preferred communication
device 106 implements intrusion detection functionality via intrusion detector 160, by
monitoring the communications received into communication device 106 and
determining whether such communications comprise an attack or other security risk.
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More particularly, intrusion detector 160 inspects the unfiltered communications
traveling over a specific network segment for the presence of predetermined attack
signatures, by comparing to a list 170 of known attack signatures. Attack signatures
are activity patterns indicative of undesirable activity, i.e., evidence that an
unauthorized communication has been received. Examples of attacks include Denial
of Service (DOS) attacks, unauthorized access attacks, attempts to modify data or kill
programs, protocol violations, and repeated access attempts indicating malicious
intent. Representative examples of attack signatures are shown in FIG. 9 and will be
further described below with reference to that figure. Intrusion detector 160 may also
monitor for attacks by users that are authorized to be on LAN 104. Therefore, any
attack or unauthorized activity on the network can be detected and the RMC 130 is
automatically notified by an alert signal transmitted by the RMC communications
module 165.

The function of intrusion detection is well known to those skilled in the
art. Typically, an intrusion detection function is carried out in software, and can be
implemented in software, hardwire, or firmware. Typically, intrusion detection is
carried out by comparing an incoming communication (usually comprising a string of
characters embedded within a TCP/IP packet, such characters being provided by
another computer or a user of another computer that is requesting services) to a list of
known attack signatures stored in an attack signature list 170. The attack signature
list is preferably stored in a rewritable memory within the communication device 106
so that the list can be updated as new attack signatures are identified.

| By way of example, the intrusion detector 160 may comprise an
intrusion detection software application, such as SNORT, which is publicly available
under the GNU General Public License GNUS89. This network intrusion detection
software can perform content searching/matching to entries in an attack signature list
170 in addition to beirig used to detect a variety of other known attacks and probes, .
such as buffer overflows, stealth port scans, CGI attacks, and SMB probes. Details
for the construction and manner- of use of SNORT are available from the author,
Martin Roesch  at roesch@clark.net  or from the WWW site,
http://www.clark.net/~rocsch/sccurity.html.

As hackers develop new attacks, the skilled artisan must develop
additional attack signatures identifying these new attacks and store information about
these atiacks so that intrusion detectors can update their associated attack signature
list 170. Those skilled in the art will understand that attack signatures may be
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obtained from archived and publicly available lists collected by a worldwide
community, such as the SNORT signatures. Once an attack and its corresponding
attack signature have been identified, they are stored internally of the communication
device for use by intrusion detectors in a collection or database of attack signatures.
An intrusion detector then is operative to utilize the stored collection of attack
signatures to monitor computer communications to determine if any of those
communications match one of the prestored signatures. Upon detecting an attack, the
intrusion detector may then transmit an alert signal via the RMC communication
module 165 to indicate an intrusion has taken place or take other appropriate action.
An illustrative method for determining attacks and transmitting alert signals is
described below with reference to FIG. 10.

The RMC communication module 165 is further operative to control
the loading of updates to the operations of the firewall 162, intrusion detector 160,
and attack signature list 170, by receiving queued software updates, patches, and other
communications from the RMC controller 112 (FIG. 1).

Referring now to FIG. 3, a communication device 106 constructed in
accordance with the present invention can be configured remotely for operation.
FIG. 3 illustrates a screen shot of a user interface 214 of a server-based configuration
application program utilized for configuration of users’ communication devices, as it
would appear on a typical user’s computer display screen. In the exemplary
embodiment of the invention, the server-based configuration application program is
hosted by the front end server, 110 (FIG. 1), which stores and retrieves information in
the databases 132 for communication device configuration. Details of the
server-based configuration application are described in connection with FIG. 6. A
user with a communication device to be configured accesses the front end server 110
via a standard Internet browser computer application programs such as Microsoft
Corporation’s INTERNET EXPLORERTM  or Netscape Corporation’s
NAVIGATORTM programs.

The user interface 214 is used to access and input information, such as
identification and billing information, to and from the server-based configuration
application, which can be accessed via the Internet at a particular URL. In the
example of FIG. 3, the URL (Umform Resource Locator, the standard manner for
indicating a computer’s address on the World Wide Web) of the configuration
application is http://REMOTECENTER.NET, which appears in the browser address
field 201. The site associated with the URL http:/REMOTECENTER.NET in the
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described example is located and administered by the front end server 110, and
provides functionality for receiving and displaying configuration and activation
information. The user’s browser application program provides functionality for
receiving and displaying HTML documents in the manner known to those skilled in
the art, and the user interface 214 provideé interface features for navigating to and
between WWW sites and WWW pages, and for providing information to and
retrieving information from server-based programs that operate at such WWW sites.
The functionality and operation of WWW sites, WWW browser applications, and user
interfaces are well known to those skilled in the art. ' _

In the presently described example, a user of communication device
106 visits the REMOTECENTER.NET WWW site and selects a new unit activation
button 204 from a main menu 202 to request a new unit activation WWW page from
the front end 110. The front end 110 receives that request and transmits a new unit
activation screen or region 212, containing empty unit and billing information fields,
to the browser application. The new unit activation screen or region 212 is then
displayed to the user via the user interface 214, with a number of fields for receiving
the user’s inputted information. The user will then be prompted to type in these fields
information required for activating a new communication device, for example a
unique identification number (UIN) 216 corresponding to the user’s communication
device 106, the user’s billing information: including name, address, telephone
number, credit card number, e-mail address, selected password, etc.

After filling in the fields in the new unit activation region 212, the user
then submits that information by clicking a submit button 226. The user’s browser
then transmits the information to the front end server 110 for use by the server-based
configuration application program.

Upon submission of the UIN and billing information, the UIN is then
verified against a comprehensive list of UINs by the server-based configuration
application. This comprehensive list may comprise the UINs previously transmitted

~ (via wake-up signals) from communication devices known 10 have been sold. If the

UIN received at the REMOTECENTER.NET WWW site does not match a UIN in
that comprehensive list, the server-based configuration application may transmit an
error message to the user, such as “UIN invalid, please reenter UIN.” If a match is
found, however, the UIN and billing information is then stored in an inactive database
120, as is further described with reference to FIG. 5 below.
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Still referring to FIG. 3, after the UIN is verified and the UIN and user
billing information is stored in the inactive database 120, the user may then select
alternate user interface buttons 206, 208, or 210 in the main menu 202 to obtain
additional functionality. As described in more detail below with reference to FIG. 4,
a modify configuration button 206 may be utilized to change the security policy of the
protected network, for example LAN 104. “Additional function’ user interface
buttons 208 and 210 may be selected to gain access to additional features of the
REMOTECENTER.NET WWW site, as may be established by the operator of the
remote monitoring center.

Refer now to FIG. 4 for a discussion of the manner employed in the
disclosed embodiment of the invention for setting a user’s communication device
security policy and advanced options for monitoring the device. FIG. 4, consisting of
FIGS. 4A and 4B, are illustrative screen shots of user interface 214 displaying
user-selectable configuration options for selecting a security policy for the
communication device 106 and LAN 104. A security policy-may be defined as the set
of decisions that, collectively, determines an organization’s or user’s posture toward
their computer network security. More precisely, a security policy determines the
limits of acceptable behavior within the operation of a network and the response to
violations.

In FIG. 4A, a “set policies” information display area 220 is shown in
the user interface 214, which is displayed in response to the user selecting the modify
configuration button 206 of the main menu 202. In an illustrative embodiment of the
present invention, the set policies information display area 220 includes three
user-selectable radio buttons 222a, 222b, 222c representing three distinct levels of
computer network security (i.e., three distinct security policies), respectively, high,
medium, and low. A predetermined level of network security, that is, monitoring for
certain predetermined threats and providing certain predetermined responses to such
threats, may be established by the user.

The user may easily configure the security policy for communication
device 106 by selecting one of the radio buttons, and then clicking the submit button
224. As will be described in more detail below with reference to FIG. 11, the
user-selected security level is utilized to configure the firewall and intrusion detection
features of communication device 106 in accordance with the user’s preferences, to
carry out predetermined responses to certain predetermined threats. Such
configuration options offer the user a simple means of selecting a complex and
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comprehensive security policy without extensive knowledge or training on the part of
the user. The RMC is operative in response t0 the selection of one of the selectable
security levels to automatically configure the communication device to monitor for
certain predetermined threats and to provide certain predetermined responses thereto.
For example, a high security level may be a policy that monitors for any type of file
transfer protocol (ftp) communication received from any source, and responds to such
fip communication by terminating the communication. On the other hand, a medium
security level may be 2 policy that monitors for fip communications, disallows certain
ftp commands but allows others. Continuing the example, a low security level may be
a policy that allows almost all fip commands except certain high risk ones such as a
root login. '

If the user desires more specific configuration options, the user may
alternatively select an advanced options button 320 to display itemized configuration
options. FIG. 4B illustrates an advanced options information display area 325 that is
displayed in response to-selection of the advanced options button 320. The advanced
options information display area 325 includes advanced user-selectable configuration,
monitoring, and response options for the user’s communication device. According to
an illustrative embodiment of the present invention, the advanced options may
comprise a list of known attacks, such as an ARP (address resolution protocol) check,
clearing of the audit log, change of audit policy, disabling of audit policy, login
attempts to disabled or expired accounts, etc. The information display area 325
contains several exemplary types of communications that can be selected for
monitoring; other types of communic_ation's that can be monitored will be known to
those skilled in the art.

- Preferably, the advanced options information display area 325 provides
a selectable option or intrusion role for each listed attack so that the user may
configure the communication device 106 to monitor selected types of communications
and to establish a security Jevel or policy for each. In addition, the user may
preferably choose individualized responses to each detected intrusion. For example,
as shown in FIG. 4B the user may categorize each selected attack as either a high
priority, low priority, or ignore event. In accordance with the invention, each distinct
priority triggers a different level of response in the communications device 106. For
example, the user may select to terminate all high priority events but merely record or
log the low priority events. In this manner, a sophisticated user may customize the
security options of communication device 106 mnot only by selecting the
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communications which need to be monitored, but also determining the level of
response to each attack.

Referring now to FIG. 5, an illustrative method 400 for initiating and
testing a communication device will be described. The described method or process
is preferably implemented as combination of steps carded out by a user when a new
commuriication device 106 is to be installed and configured, in conjunction with
computer program steps carried out by the communication device 106 and computer
systems associated with the remote monitoring center 130 in response to

communications received from a new communication device upon its installation and

activation.
Mcthod 400 begins at step 404, where the user installs communication

* device 106 by connecting it to both a live network and a power connection. Step 404

proceeds to stcp 406, where the communication device 106 determines the IP
(Internet Protocol) address of any associated gateway associated with the user’s LAN,
f:)r exam;le the gateway server 105 in FIG. 1. As known to those skilled in the art, an
IP address comprises a predetermined number in the form of NNN.NNN.NNN.NNN,
where N is a decimal number, which identifies the sender or receiver of each packet
of information that is sent across a TCP/IP network. The obtained IP address is stored
in the network address buffer 167 (FIG. 2) for use in network operations, e.g. when
identifying itself to the remote monitoring center with the wake-up signal.

In an embodiment of the invention, communication device 106 may
obtain the IP address of the gateway by performing a DHCP (Dynamic Host
Configuration Protocol) or BOOTP (Bootstrap Protocol) procedure. Either protocol
may be used to automatically obtain an IP address without network user involvement.
While DHEP is a more advanced protocol than BOOTP, both configuration
management protocols are commonly used and well known to those skilled in the art.
In this manner, the communication device 106 can determine its own network
address.

Method 400 continues from step 406 to step 408, where
communication device 106 activates its basic firewall and intrusion detection policies
to start protecting the network to which it is connected. The method continues from
step 408 to step 410, where the communication device 106 transmits a wake-up signal
to the RMC 130 via an encrypted communications channel. An encrypted data
channel may use any form of encryption, such as block cipher encryption, which is
well know to those skilled in the art. According to an embodiment of the invention,
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the wake-up signal comprises the IP address, 2 MAC (Media Access Control) address
(i.e., a hardware device level address), the UIN, and a software release version
number associated with the communication device 106. In addition, the wake-up
signal may also comprise diagnostic variables associated with the operations of the
communication device 106, such as power’ source voltage, internal temperature of
communication device, or other parameter indicative of the state of operations of the
communication devices.

From step 410, the method 400 continues to step 412, where RMC 130
receives the wake-up signal and records the information contained in the signal in the
inactive database 120. From step 412, the method continues to step 414, where RMC
130 compares the information contained in the wake-up signal with a list of required
standard operating requiremeﬁts. For example, in an embodiment of the invention,
RMC 130 reviews the software version and the diagnostic variables received as part
of the wake-up signal to determine whether communication device 106 is operating
correctly. In other words, RMC 130 may utilize that information to determine
whether the device 106 is carrying the latest software version or operating within the
correct voltage and temperature ranges. :

Still referring to FIG. 5, from step 414, the method 400 continues to
decision block 416, where a determination is made as to whether the operational
requirements have been met. 1f communication device 106 satisfies the operational
requirements, the method continues to step 422, where basic operation of
communication device 106 begins. Inan embodiment of the present invention, basic
operation may comprise activating full firewall intrusion detection functionality of
communication device 106 only without the functionality of remote monitoring via
RMC 130. "If, however, communication device 106 fails to meet the operational
requirements, then method 400 branches to step 418.

“At step 418, RMC controller 112 queues any necessary software
patches, for example an update to the attack signature list 170 (FIG. 2, FIG. 9) for
download to communication device 106. As will be described in more detail below
with reference to FIG. 6, these software patches or updates will be transmitted to the
communication device 106 upon the user’s selection of the new unit activation button
204 (FIG. 3) while connected to the REMOTECENTER.NET WWW site. Method
400 continues from step 418 to step 422, where, as described above, communication

device 106 initiates basic unmonitored operation. Method 400 then proceeds to siep
424, where it ends.
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Referring now to FIG. 6, an exemplary method 500 for remotely
configuring and monitoring a communication device is described. The method 500 is
carried out in the present invention as a combination of steps taken by a user
accessing the REMOTECENTER NET WWW site and computers associated with the
RMC 130. In particular, the front end server 110 provides the necessary user
interface 214 for receiving user input (e.g. FIG. 3), and the RMC controller 112
receives the inputted information from the front end server 110, utilizes that
information in the configuration operations, and stores appropriate information in the
databases 132.

Method 500 begins at step 504, where the user accesses the
REMOTECENTER.NET WWW site and enters the UIN of communication device
106 via a user interface 214 such as described in connection with FIG. 3. The UIN
may be provided as a label or printing on the communication device 106 or within
documentation provided with the device 106. Method 500 continues from step 504 to
step 506 where the RMC controller 112 receives the entered UIN via the front end
110. Method S00 then continues to step 508 where RMC controller 112 verifies the
entered UIN by comparing the UIN with a list of valid identification numbers, such as
a list of identification numbers previously received from communication devices.
This list of previously received UINs is preferably compiled by receiving and saving
UINs transmitted from communication devices to the RMC 130 upon power-up (i.e.,
UINs received from wake-up signals), and storing the list in the inactive database 120,
as described in connection with FIG. 4.

Method 500 continues from step 508 to decision block 510, where a
determination is made by the RMC controller 112 whether a UIN provided by the user
matches a previously received UIN as stored in the inactive database 120. If the
entered UIN cannot be matched to a valid identification number, method 500
branches to step 511, where an error message is generated, transmitted to the front end
server 110, and displayed to the user via the user interface 214 to inform the user that
the entered UIN is not valid. Method 500 then remms to step 504, where the front
end 110 waits for the user to reenter a valid UIN.

If at decision block 510 it is determined that the UIN matches a
previously received UIN, method 500 continues to step 512, where the front end 110
displays main menu 202 via the user interface 214 and awaits user input. As
previously described in connection with FIG. 3, the inenu 202 preferably comprises
options for configuring a new communication device, such as represented by the new
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unit activation button 204, or modifying the configuration of a previously configured
device, such as represented by the modify configuration button 206.

In response to the selection of a main menu 202 option, method 500
proceeds from stcp 512 to decision block 514, where a determination is made as to
whether the user has selected the new unit activation button 204. If at step 512, a
determination is made that the user has not selected the new unit activation button
204, method 500 branches to decision block 532. If, however, the user has selected
the new unit activation button 204, then method 500 continues to step 516.

At step 516, the user is prompted to provide user billing information,
such as name, address, telephone number, credit card number, etc. This billing
information is uscd to charge the user of communication device 106 for the
monitoring services described herein. Method 500 then contihues from step 516 to
step 518, where RMC controller 112 records and associates this billing information to
the existing UIN, corresponding to communication device 106, that is contained in the
inactive database 120, as described with reference to FIG. 5 above. Method 500 then
continues from step 518 to step 520, where RMC controller 112 transmits any
software patches contained in a download queue as well as any necessary activation
codes to the communication device 106 by way of the RMC communication module
165, which is further described below with reference to FIG. 7.

Still referring to FIG. 6, from step 520, method 500 continues to step
522, where RMC controller 112 moves the recorded information associated with
communication device 106 from the inactive database 120 to an active database 118.
This informs monitoring engine 114 to begin monitoring communication device 106
for incoming alert signals. An illustrative method ' for remotely monitoring
communication device 106 is described below with reference to FIG. 8.

Method 500 continues from step 522 to step ‘524, where RMC
controller 112 transmfts the recorded information to the front end server 110 for
communication to the user. As will be understood, the configuration information for
communication device 106 is stored in the databases 132, and in particular the active
database 118 and the inactive database 120, which can be accessed by a user via the
REMOTECENTER.NET WWW site in response to entry of appropriate security
information such as a user name and password. Therefore, if conﬁguration'
information for communication device 106 is lost, the configuration information can

easily be retrieved through the REMOTECENTER.NET WWW site.
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Method 500 continues from step 524 to step 526 where the user is

- notified via the browser user interface 214 that the communication device 106 is

active and fully monitored based upon a set of standard security options. Method 500
then proceeds to step 528.

At step 528, RMC controller 112 collects user input via front end 110
as to whether the user wishes to modify the configuration of communication device
106 from the standard security options. In accordance with an embodiment of the
present invention, configuration changes may comprise changing intrusion rules,
monitoring policies, response policies, and user access policies concerning unsuitable
or inappropriate communications received at communication device 106. Method 500
then continues from step 528 to decision block 532.

At decision block 523, reached either from step 514 or step 528, a
determination is made as to whether the user selected the modify configuration button
206 (FIG. 3). If it is determined that the user has not requested to modify the
configuration, method 500 returns to step 512. If, however, the user has selected to
modify the configuration, then method 500 continues to step 534, where the user is
prompted to select configuration changes. As described above with reference to
FIG. 4, configuration changes may comprise selecting a certain level of security or
identifying specific attacks that should be identified as security risks. After RMC
controller 112 receives any entered configuration changes via the front end 110,
method 500 continues to step 536, where the entered configuration changes are added
to a download queue. Method 500 then proceeds from step 536 to step 538.

Still referring to FIG. 6, at step 538 the configuration changes are
transmitted via an encrypted channel and applied to communication device 106.
Method 500-then continues to step 540, where the monitoring engine 114 performs a
vulnerability analysis on communication device 106. In accordance with an
embodiment of the pfesent invention, the vulnerability analysis is conducted by
communications from the monitoring engine 114 to the particular communications
device 106 via the Internet 108, and preferably comprises checking the security
options to determine whether the user has deselected important intrusion rules and
searching for any open ports on communication device 106. The reader will
appreciate that additional types of security checks may be performed on
communication device 106, such as checking password security, encryption security,
and the like.
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From step 540, method 500 proceeds to decision block 542 where a
determination is made whether communication device 106 has passed the
vulnerability analysis. If communication device 106 passes the vulnerability analysis,
method 500 returns to step S12. If, however, communication device 106 fails the
vulnerability analysis, then method 500 branches to step 544, where an error message
is displayed to the user and the user is prompted to modify the configuration of
communication device 106. From step 544 method 500 returns to step 534, where
RMC 130 receives for new configuration changes.

Referring now to FIG. 7, a routine 600 for transmitting an initiation
code sequence to a communication device 106 will be described. Routine 600 begins
at step 604 where an encrypted communication channel is opened between the RMC
communication module 165 of a the communication device 106 and RMC controller
112. The operation of encrypted communications is well known to those skilled in
the art and will not be described further herein. From step 604, routine 600 proceeds
to step 606, where, according to an embodiment of the invention, the correct time is
transmitted to communication device 106. Routine 600 then continues to step 608.

At step 608, any necessary software updates are transmitted from the
RMC controller 112 to the communication device 106 via the RMC communication
module 165. As described above with reference to FIG. 5, the current software
release version of communication device 106 is transmitted to RMC controller 112
via the wake-up signal. This release version is examined by RMC controller 112 to
determine if software updates or patches are necessary. If such patches are necessary
those patches are obtained from a download database 122 (FIG. 1) and placed in a
download queue. In particular, if any updates to the attack signature list 170 have
been created- at the RMC, an updated attack signature list can be download into the
communication device ro use in detecting new types of attacks.

At step 608, the contents of the download queue are transmitted to
communication device 106 via the encrypted communications channel.

“Communication device 106 applies any transmitted software patches to its internal

firmware, and routine 600 continues from step 608 to step 610. The reader should
appreciate that multiple software versions may be maintained on communication
device 106 in case the newest software version is corrupt or improperly installed. For
example, in an embodiment of the present invention, two versions are maintained on
the device 106, wherein the older of the two versions is replaced by the newest
update. Thus, the two newest versions of software will always be available.
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Still referring to FIG. 7, at step 610 RMC controller 112 transmits
activation codes necessary to initiate transmission of alert signals from
communication device 106 to monitoring engine 114. After transmission of the
activation codes, routine 600 proceeds to step 610, where communication device 106
transmits a complete signal via its RMC communication module 165 to RMC
controller 112 to inform RMC controller 112 that the initiation code sequence has
been correctly received and communication device 106 is active. Routine 600 then
returns to step 522 (FIG. 6).

Now referring to FIG. 8, a method 700 for remotely monitoring the
operation of communication device 106 will be described. The method 700 in the
disclosed exemplary embodiment is preferably carried out as a series of computer
program steps taken within the communication device 106, communications to the
RMC 130, and responses taken within the RMC. It will be understood that the
method contemplates a communication device 106 that has been previously activated
and configured in accordance with processes described earlier herein, and is on a list
of active communication devices remotely monitored by the RMC 130.

Method 700 begins at step 702, where an activated and remotely
monitored communication device 106 receives a communication, for example from a
hacker 150 (FIG. 1). This communication may constitute a threat or attack to the
user’s network, or may merely constitute a desired communication. Method 700
continues to step 704, where the received communication is compared to a list of
known attacks and the result of the comparison is provided to a decision block 706.
Preferably, all received communications are analyzed and compared to the list of
known attacks. As described above with reference to FIG. 4B, a received
communication will generally constitute a security risk if the type of communication
received matches a communication type on the predetermined list 170 of
communication types deemed to be attacks.

If at decision 706 the received communication matches one of the
known types of attacks on the list maintained at the communication device, a “threat
event” is deemed to have occurred. The method then branches to step 707. If at
decision 706 the received communication does not match one of the known types of
attacks on the list maintained at the communication device, the communication is not
deemed threatening and control passes to step 712, where the communication is
routed to its destination.
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At decision block 707, a determination is made as to the priority of the
threat event. In particular, the determination is made first whether the threat event
further comprises a low priority event. Based upon security options selected by the
user, a low priority event comprises a security risk that is deemed not to present a
serious threat and therefore does not necessarily require immediate response on the
part of the RMC. If the threat event is determined to comprise a low priority event,
method 700 continues to step 708, where a low priority response action is taken. In
the disclosed embodiment, a low priority response action entails the transmission of
an alert signal to RMC 130 for evaluation. Those skilled in the art will understand
that other types of actions may be taken in response to a low priority event, as
determined by and at the discretion of the system operator.

If at decision block 707 it is determined that the threat event does not
comprise a low priority event, method 700 branches to decision block 710, where a
further determination is made whether the threat event comprises a high priority
event. According to an embodiment of the present invention, a high priority event
may comprise a serious threat such as a DoS attack. The goal of a DoS attack is not
to steal information, but to disable a device or network so users no longer have access
to network resources. For example, «WinNuke,” a widely available DoS tool, may be
used to remotely crash any unprotected computer running Microsoft Corporation’s
Windows operating systems. In accordance with the invention, the communication
device 106 may be configured to protect LAN 104 from WinNuke and other DoS
attacks by providing information indicative of DoS attacks in the list of security risks.

If a determination is made that the threat event does not comprise a
high priority event, the remaining or default state is that the user has selected the
“ignore” button (FIG. 4B) for the communication, notwithstanding that the event is on
the list of known security risks, and the method 700 branches to step 712 where the
communication is routed to its intended destination.

| After step 712, where the communication is routed to its intended
destination, the method 700 then retumns to step 702, where the communication device
106 continues to receive and analyze communications.

Still referring to FIG. 8, if at decision block 710 the communication is
determined to constitute a high priority threat event, and therefore a high security risk,
method 700 continues to step 713, where a high priority event action is taken. In the
disclosed embodiment, a high priority event action caiis for immediate protective
action. Accordingly, the preferred high priority event action includes decision block
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714 where a determination is made as to whether the communication comprises such
an immediate threat to LAN 104 that it should be immediately terminated. In that
case, method 700 branches to step 716, where communication device 106 terminates
the received communication, for example by discarding the TCP/IP packet. Method
700 then proceeds to step 718.

Those skilled in the art will understand that other responses to a high
priority threat event may also be taken, not merely termination of the connection, for
example, by providing a visible threat indicator to the user by generating an error
message on a computer associated with the user’s LAN 104, for example computer
102 (FIG. 1), by locally logging communications received from the source of the
communication, or by isolating one or more threatened computers from the remainder
of the network, etc. Other appropriate responses will occur to those skilled in the art.

If at step 714 a determination is made that the communication should
not be terminated, method 700 continues to step 718 without terminating the-
communication. In an embodiment of the present invention, high priority events
includes various types of DoS attacks and will always be terminated. The reader
should appreciate, however, that the user may categorize additional non-DoS attacks
as high priority events, which the user may not necessarily consider serious enough to
cause immediate termination. _

In an embodiment of the present invention, all communications (even
if they do not comprise a high or low priority event) may be transmitted and recorded
at RMC 130 for subsequent analysis. Furthermore, in the described embodiment both
high priority and low priority events cause the transmission of an alert signal to the
RMS 130. Thus, at step 718, which can be reached either from step 708 or 714,
communication device 106 transmits an alert signal to monitoring engine 114. An
illustrative method for determining attacks and transmitting alert signals is further
described below with reference to FIG. 10. :

Method 700 continues from step 718 to step 720, where monitoring
engine 114 receives and records the alert signal in a threat database 124. Method 700
then continues to step 720 where monitoring engine 114 assigns an order preference
to the attack based upon the type of received communication and predefined user
response policies. From step 720, method 700 proceeds to step 724, where

~ monitoring engine 114 forwards the communication to one of the remote agents 126a-

126n based upon that assigned order. In an embodiment of the present invention,
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remote agents 126a-126n may comprise human technicians or software application
programs for classifying and handling identified security risks.

Method 700 continues to step 726 where one or more of the remote
agents 126a-126n analyze the received communication and provide a resolution, such
as terminating the communication Gaf not already done), modifying the security
options of communication device 106, and the like. Additionally, the user may be
contacted with an appropriate resolution, such as by transmitting instructions to the
communication device to cause disconnection of LAN 104 from outside networks.
The user can be contacted in various manners, for example, by e-mail, by becpér, by
telephone, by a predetermined communication issued to a particular port on the user’s
computer system, or by other communication means. Method 700 then ends at step
728. An illustrative method for receiving alerts and resolving attacks is further
described below with reference to FIG. 11.

Refer now to FIG. 9 for a discussion of the list 170 of simplified
exemplary attack signatures. As described above in connection with FIG. 8, a
communication device 106 constructed in accordance with the present invention is
operative to store a list 170 of attack signatures, and to compare an incoming
communication to entries on the list to determine if a received communication
constitutes a threat event and respond accordingly. The list 170 comprises a plurality
of entries, preferably arranged in a predetermined sort order to facilitate rapid access
by indexing or hashing.

Each exemplary entry on the list 170 comprises a header field 810, a
body field 820, and a two-bit priority field 826. The priority field 826 in the disclosed
embodiment is 00 = ignore, 01 = low priority, 10 = not assigned (unused), and 11 =
high priority. Those skilled in the art will understand that the priority field is set in
accordance with user and/or predetermined remote monitoring system preferences, for
example by establishing certain predetermined priorities for certain types of
signatures via a high, medium, or low set policy (FIG. 4A), or by user setting of
priority through the advanced options settings (FIG. 4B).

The header 810 may comprise an IP address 812 and a port number
814. The IP address is the destination address of the communication device. Port
numbers appear after the IP address and typically indicate a particular type of data
communication service, some of which are known to be associated with security
attacks, for exampie, a login host protocol on-port 49. As will be known to those
skilled in the art, Internet data communication services are provided on a particular
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port number of a particular server that provides that service, with the port number
identifying a type of data communication service. While most Internet data
communication services have standard port numbers (e.g., port 21 is for ftp (file
transfer protocol) services, port 23 is for telnet services, port 25 is for smtp (e-mail),
port 80 is for http (hypertext transfer protocol used for the WWW), etc.), services can
also occur on non-standard ports. Those skilled in the art will understand that

standard port numbers can be obtained by reference to Internet Request for Comments -

(RFC) 1700, Assigned Numbers, by I. Reynolds, J, Postel, July 1994.

The reader should appreciate that header 810 may comprise additional
elements, such as source and destination IP addresses, source and destination ports,
fragmented bits and data transfer protocols, etc., which are well known to those
skilled in the art. .

Attack signatures may further comprise a body 820 comprising a
message field 822 and a content field 824. The message 822 is indicative of the
communication’s type. For example, an exemplary attack signature 830 for a ROOT
login attempt on an FTP server shows a message 833, “FTP-user-root.” The content
834 may comprise the actual character string entered by the source of the
communication. For example, attack signature 830 contains a string “user root lodl”
(where lod] represents a carriage return), which is the exact sequence of characters
that would be entered by a person (such as a hacker) attempting to enter an
fip-capable server and issue commands at the “root level” of access. The root level,
as will be known to those skilled in the art, is the highest level of access to a
computer’s services, which essentially means access to all files and service offered by
that computer.

- As another example, the attack signature 832 indicates an incoming
communication intended for port 23 with a message field of “any” and a data field of
“any”. This means that any communication received on port 23 having “any”
information whatsoever in the message or content fields will be treated in accordance
with the assigned priority. In the example given, the attack signature 832 is assigned
a high priority (11), indicative that any communication on port 23 should be deemed a
serious threat and treated accordingly. |

It will now be understood that the list or table 170 comprises a
collection of information indicative of various types of attacks or threats on computers
that might be issued by unauthorized persons or hackers, that this list is mainizined
within a communication device 106 constructed to be operative in accordance with
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the present invention, and that the entries on this list are utilized by a communication
device as it carries out the step 704 (FIG. 8) of comparing an incoming
communication to entries in the list. It will be further appreciated that this list may be
changed from time to time by loading in a new or updated list directly from a device
connected to the LAN 104 (FIG. 1), by way of a communication received from the
RMC controller 112, or by other means. In this manner, communication devices may
be kept up to date as new security threats are discovered and documented.

Referring now to FIG. 10, an illustrative method 900 for detecting
attacks and transmitting alert signals will be described. The method 900 is preferably
carded out within a communication device 106, by intrusion detector 160 in
conjunction with RMC communication module 165.

Method 900 begins at step 902, where the communication device 106
receives a communication that arrives at intrusion detector 160. Method 900
continues from step 902 to step 004 where communication device 106 disassembles
the communication to ascertain the communication’s “header” information, such as
the port number.

Method 900 continues from step 904 to step 906, where the intrusion
detector 160 compares the communication’s “header” information with entries in the
list 170 of attack signatures, and passes to decision block 910. If the information in
the incoming communication does not match an entry in the list 170 (e.g. the port
number of the communication), control passes to step 912 and the communication is
routed to its intended destination. However, if the information in the incoming
communication matches an entry in the list 170, control passes to step 916 where the
communication’s body is disassembled. Control then passes to step 918.

At step 918, the communication body 1is compared to the
corresponding body portions (message and content) on the list 170 of attack
signatures, and control passes to decision 919. If the communication’s body does not
match any entries on the list, no action for this type of communication is indicated and
control passes to step 912, where the communication is routed to its intended
destination. If the communication body matches an entry on the list, then control
passes to step 920 where the priority for the list entry is examined and determined.
Control passes to decision 922.

At decision 922, if the entry has a high priority, a high priority action is
taken at step 926. For example, a high priority aciion may ciliail icrnuuating the
communication locally and sending an alert to the remote monitoring center. At
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decision 922 if the entry does not have a high priority, control passes to decision 924.
At decision 924 if the entry has a low priority, a low priority action is taken at step
928. For example, a low priority action may only entail the transmission of an alert to
the remote monitoring center without any further local action.

After determining the appropriate actions for high and low priority
events at steps 926 and 928, control passes to step 930, where the violated rule is
transmitted to the remote monitoring center (RMC) for logging or other appropriate
action at the RMC. In the disclosed embodiment, the violated rule constitutes
information indicative of the communication received, including port number,
message body, message content, and any other information associated with the
communication that the RMC may wish to log and insf:ect. Preferably, the violated
rule is transmitted by encapsulating the communication in a TCP/IP packet addressed
to the RMC, and transmitting the encapsulated communication via an encrypted
channel.

Now referring to FIG. 11, an illustrative method 1000 for receiving
alert signals and resolving attacks will be described. Method 1000 is carried out as
steps within the RMC 130 in the disclosed embodiment of the invention.

Method 1000 begins at step 1004, where the RMC 130 receives an
alert signal from a communication device 106 that has detected a threat or attack as
described in connection with FIG. 10. Method 1000 continues from step 1004 to step
1006, where the monitoring engine 114 of RMC 130 records or logs the alert signal in
a threat database 124. Based upon provisions of the user’s monitoring agreement
(i.e., a predetermined arrangement between a user and the operator of the RMC 130)
the threat database 124 may comprise multiple databases, such as a high threat
database and a low threat database. In an embodiment of the present invention, the
alert signal contains priority information indicative of the seriousness of the attack.
Based upon this priority information, the communication is stored in the
corresponding threat database. '

In addition, reception of an alert signal primes the RMC 130 into
taking timely and effective action in response to possible attacks. For example, the
reception of an alert signal may initiate RMC 130 into obtaining bandwidth,
apportioning memory space, and scheduling an available agent 126 to handle the
incident. Those skilled in the art will understand that the described two-part method
of communicating information about an attack advantageously sets up the RMC to
handle the threat incident expeditiously, by (1) receiving and logging the alert signal
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automatically, (2) determining the seriousness of the attack, and (3) prioritizing and
queuing the most serious threats for handling by one of the remote agents, in an order
determined by agent availability and seriousness of the attack.

Method 1000 then continues from step 1006 to step 1008, where
monitoring engine 114 receives the second packet from communication device 106
notifying it of the specific intrusion rule that was violated. Method 1000 proceeds to
step 1010, where monitoring engine 114 assigns an order preference to the attack
based upon the assigned priority, rule violated, and predefined user response policies.

In accordance with an illustrative embodiment of the invention,
predefined user response policies may depend wholly on the user’s preferences. For
example, an organization that employs the UNIX operating system on their computers
may be concerned about tracking ROOT logins (i.e., login attempts as ROOT) as
potential attacks. This would especially be true if that organization restricted ROOT
logins to select persons and/or if the organization seldom utilized ROOT logins. On
the other hand, a firm that employs Microsoft Corporation’s WINDOWS 98T™™
operating system may be less conceméd about ROOT login attempts since ROOT
logins are non-functional on those systems.

From step 1008, method 1000 proceeds to step 1010, where monitoring
engine 114 forwards the communication to one of more of the remote agents
126a-126n based upon the assigned order.

Method 1000 continues to step 1012 where one or more of the remote
agents 126a-126n analyze the received communication and provide an appropriate
resolution, such as terminating the communication and/or modifying the security
options of communication device 106. The reader should appreciate that appropriate
resolutions may also comprise low tech responses,' such as contacting the intrusion
source. Method 1000 then ends at step 1016.

In view of the foregoing, it will be appreciated that the present
invention provides methods and systems for remotely configuring and monitoring a

communication device. It should be understood that the foregoing relates only to
specific embodiments of the present invention, and that numerous changes may be
made therein without departing from the spirit and scope of the invention as defined
by the following claims.
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CLAIMS

What is claimed is:
1. A method for remotely monitoring the operation of a communication
device, comprising the steps of:
receiving a communication at the communication device;
determining whether the communication comprises a security risk; and
in response to determining that the communication comprises a
security risk, transmitting an alert signal to a remote monitoring center.

2. The method of Claim 1, wherein the determining step comprises
comparing the communication to a plurality of known security risks to determine if
the communication comprises one of the plurality of known security risks.

3. . The method of Claim 2, wherein the determining step further
comprises classifying the communication as a high priority event or a low priority
event based upon the comparison.

4. The method of Claim 3, further comprising the steps of:
in response to classifying the communication as a high priority event,
determining whether the communication should be termixiated; and
in response to determining that the communication should be
terminated, terminating the communication of the communication device.

5. . ‘The method of Claim 1, further comprising the steps of:
receiving the alert signal at the remote monitoring center; and
in response to receiving the alert signal, assigning a priority to the alert
signal based upon a type of the communication.

6. The method of Claim 5, further comprising the step of forwarding the
alert signal to a monitoring agent based upon the assigned priority of the alert signal.

7. The method of Claim 6, further comprising the steps of:
receiving the alert signal at the monitoring agent;

1SDOCID: <WO___0137511A2_1 >
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resolving a resolution to the communication causing the alert signal;
and

contacting a user of the communication device with the resolution to
the alert signal based on the analysis of the communication.

8. A method for remotely configuring a communication device,

comprising the steps of:

determining a network address for the communication device;

transmitting a wake-up signal, comprising the network address from
the communication device to a remote computer; and

in response to receiving the wake-up signal, transmitting configuration
information from the remote computer to the communication device at the network
address.

9. The method of Claim 8, further comprising the step of activating the
communication device and implementing a plurality of security policies within the
communication device for identifying security risks at the communication device.

'10. The method of Claim 8, wherein the step of transmitting the wake-up
signal comprises the steps of:
transmitting a first identification number and a network address via an
encrypted communications channel;
' receiving the first identification number and the network address at the
remote computer; and
. recording the first identification number and the network address in a
first database at the remote computer.

11.  The method of Claim 10, further comprising the steps of:
transmitting a plurality of diagnostic variables from the communication
device to the remote computer via the encrypted communications channel; receiving
the diagnostic variables at the remote computer; and
determining whether the communication device is functioning properly
based upon the diagnostic variables.

12. The method of Claim 10, further comprising the steps of:
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transmitting status information along with the first identification
number and the network address via the encrypted communications channel;

receiving the status information at the remote computer;

recording the status information in the first database; and

determining whether the communication device meets a plurality of
operational requirements based upon the status information.

13. The method of Claim 12, wherein the step of determining whether the
communication device meets a plurality of operational requirements further comprises
the steps of:

determining whether the communication device requires a software
patch based upon the status information; and

in response to determining that the communication device requires the
software patch, transmitting the software patch to the communication device.

14, The method of Claim 13, wherein the step of transmitting the software
patch comprises the steps of: '
moving the software patch to a queue in response to determining that
the communication device requires a software patch; and
transmitting the queued software patch to the communication device in
response to receiving configuration information.

15. The method of Claim 14, wherein the software patch is transmitted to
the communication device via an encrypted communications channel.

16. The method of Claim 15, further comprising the steps of:
receiving the software patch at the communication device;
applying the software patch to the communication device; and
transmitting a configuration complete signal from the new
communication device to the remote computer.

17.  The method of Claim 16, further comprising the steps of:
receiving the configuration complete signal at the remote computer;
performing a vulnerability analysis on the communication device;
determining whether the vulnerability analysis failed; and
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in response to determining that the vulnerability analysis failed,
requesting modified configuration information.

18. A method for remotely configuring a communication device,

comprising the steps of: '

transmitting a first identification number and a network address via an
encrypted communications channel;

receiving the first identification number and the network address at the
remote computer;

recording the first identification number and the network address in a
first database at the remote computer, wherein the network address is associated with
the first identification number;

receiving a request to configure the communication device comprising
a second identification number at the remote computer;

matching the second identification number to a first identification
number stored in the first database; and

in response to matching the second number to the first number,
transmitting configuration information to the communication device at the network
address.

19.  The method of Claim 18, further comprising the steps of:
determining whether the second identification number is valid by
comparing the second identification number with the first identification number in the
first database; and
' in response to determining that the second identification number 1s
valid, receiving a control input.

20. The method of Claim 19, wherein the step of receiving the control
input comprises the steps of:
displaying a plurality of configuration options; and
receiving a control input selecting one of the plurality of configuration

‘options as a selected option.
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21. The method of Claim 19, further comprising the step of determining
whether the selected option comprises a request to configure a new communication
device.

22. The method of Claim 21, further comprising the steps of:
in response to determining that the selected option comprises a request
to configure a new communication device, receiving configuration information for the
communication device comprising at least one billing parameter corresponding to a
user of the communication device; and
transmitting initiation information to the communication device.

23. The method of Claim 22, wherein the step of transmitting the initiation
information comprises.the step of transmitting a correct time, a download queue, and
an activation code, to the communication device via an encrypted communications
channel.

24. The method of Claim 22, further comprising the step of notifying a
user of the communication device that the communication device 1s active.

25. The method of Claim 22, further comprising the steps of:
receiving a configuration complete signal at the remote computer;
performing a vulnerability analysis on the communication device;
,determinixig whether the vulnerability analysis failed; and
in response to determining that the vulnerability. analysis failed,
requesting modified configuration information.

26. The method of Claim 19, further comprising the step of determining
whether the selected option comprises a request to modify a configuration of the
communication device. '

27. The method of Claim 26, further comprising the steps of:
in response to determining the selected option comprises a request to
modify a configuration, receiving the modified configuration information; and
wransmitting the modified configuration information to the

communication device.
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28.  The method of Claim 27, wherein the step of transmitting the modified
configuration information comprises the step of transmitting security policy
information to the communication device via an encrypted communications channel.

29. The method of Claim 28, further comprising the step of notifying a
user of the communication device that the communication device is active.

30. A system for remotely monitoring a communication device
comprising:
a communication device; and
a remote monitoring center,
and wherein the communication device is operative to receive a
communication , determine whether the communication comprises a security risk, and

~ transmit an alert signal to the remote monitoring center upon determination that the

communication comprises a security risk,

and wherein the remote monitoring center is operative to receive the
alert signal, assign a priority on the alert signal, transmit the alert signal to a
monitoring agent based upon the assigned priority, analyze the communication, and
transmit a resolution to a user of the communication device.

31. A method for remotely configuring and monitoring a communication
device, comprising the steps of: ‘
determining a network address for the communication device;
- transmitting a wake-up signal, comprising the network address from
the communication device to a remote computer,

» in response to receiving the wake-up signal, transmitting configuration
information from the remote computer to the communication device at the network
address; '

activating the communication device to implement a plurality of
security options within the communication device for identifying security risks at the
communication device;

receiving a request to configure the communication device at the
reniiote computer;
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in response to receiving the request to configure, receiving
configuration information for the communication device comprising at least one
billing parameter corresponding to a user of the communication device;

transmitting initiation information to the communication device;

in response to receiving the initiation information, initiating remote
monitoring of the communication device;

in response to initiating remote monitoring, performing a vulnerability
analysis on the communication device;

determining whether the vulnerability analysis failed;

in response to determining that the vulnerability analysis failed,
requesting modified configuration information and in response to determining the
vulnerability analysis passed, continue remote monitoring of the communication
device;

receiving a communication at the communication device;

determining whether the communication comprises a security risk;

in response to determining that the communication comprises a
security risk, transmitting an alert signal to a remote monitoring center;

receiving the alert signal at the remote monitoring center;

forwarding the alert signal to a monitoring agent;

receiving the alert signal at the monitoring agent;

analyzing the communication; and

contacting a user of the communication device with an appropriate
resolution to the alert signal based on the analysis of the communication.

32. - A communication device, comprising:

a processor; wherein the processor determines a network address for
the communication device; _

a transmitter; wherein the transmitter sends a wake-up signal,
comprising the network address from the communication device to a remote
computer, .
a receiver, wherein the receiver receives a communication;
in response to receiving the communication, the processor determining
whether the communication comprises a security risk; and _

in response to determining the communication comprises a security
risk, the transmitter transmitting an alert signal to a remote monitoring center.
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33. A method for receiving an alert signal indicative of an attack and

resolving the attack, comprising the steps of:

receiving the alert signal at a remote monitoring center;

logging the information contained in the alert signal in a database;

assigning an order preference to the alert signal based upon the type of
attack causing the alert signal;

forwarding the alert signal to a remote agent based upon the order
preference; and

analyzing and resolving the attack.

34. The method of Claim 33, wherein the receiving step comprises
receiving a first packet comprising the attack causing the alert signal and a priority
level associated with the attack.

35.  The method of Claim 34, wherein the receiving step further comprises
receiving a second packet comprising information indicative of the specific intrusion
rule the attack violated.

36. The method of Claim 33, wherein before performing the logging step,
the database is selected from a plurality of databases based upon an assigned priority
of the alert signal.

37. A remote monitoring center for receiving an alert signal indicative of

an attack and resolving the attack, comprising: |

areceiver, wherein the receiver receives the alert signal;

a recorder, wherein the recorder logs the information contained in the
alert signal in a first database;

a prioritizér, wherein the prioritizer assigns an order preference to the
alert signal based upon the type of attack causing the alert signal;

a transmitter, wherein the transmitter forwards the alert signal based
upon the order preference; and

a remote agent, where in the remote agent analyzes and resolves an
appropriate resolution to the attack.

0137511A2 | >



10

15

20

25

WO 01/37511

PCT/US00/31395
38

38. A method for determining an attack and transmitting an alert signal,

comprising the steps of:

receiving a communication at a communication device;

comparing the communication with a list of known attacks;

determining whether the communication matches one of the known
attacks; and

in response to determining the communication matches one of the
known attacks, transmitting an alert signal to a remote monitoring center.

39. The method of Claim 38, wherein the comparing step further
comprises the steps of:
disassembling the communication to determine the communication’s
header information; and
comparing the communication’s header information to entries in a
table comprising header information of known attacks.

40. The method of Claim 39, further comprising the steps of:

disassembling the communication to determine the communication’s
body information; .

comparing the communication’s body information to entries in a table
comprising body information of known attacks;

determining which one of the known attacks the communication
matches; and

transmitting a packet to the remote monitoring center, wherein the
packet informs the remote monitoring center which attack the communication

matches.
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(57) Abstract: Methods and systems for remotely configuring and monitoring a communication device are provided. especially
useful in a computer network environment such as the Internet. A communication device or network appliance compares communi-
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attacks. unaithorized attempted access to network resources. or similar network security threats. If the received communication
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priority. the prioritized alert signal is then forwarded 10 a remote monitoring agent for resolution. The remote monitoring agent may
then analyze the communication, contact the end user of the communication device with an appropriate resolution, or 1ake other
appropriate action in response to the received communication. The communication device may also be remotely configured.
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